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ABSTRACT

tpi
ige treatment Lﬂt(.l 1
we present DP-CATE, a novel fmm(.wurl\
yman-orthogonal and further ensures differential pi
vacy of the estima Our framework is highly general: it applies to any two-sta
th a Neyman-orthogonal loss function, and any m:
learning model can be used for nuisance estimation. We rovide an exten-
sion of our DP-CATE, where w y the complete
ile ensuring diff al pri ‘We demonstrate our DP-CATE
across various experiments using synthetic a vorld datasets. To the best of
our knowledge, we are the first to provide a framework for CATE estimation that
is Neyman-orthogonal and differentially private.

1 INTRODUCTION

Md&.hlnk‘ ]Ldmlﬂ&. (ML) is increasingly used for estimating treatment effects from observational data

, Baiardi & Naghi, 2024; Braun & Schwartz, 2024; Ellickson et al., 2023; Feuerriegel et al.,
2074)A Yet, this involves sensitive information about indi 2 ind, hence, methods are often
needed to ensure privacy. Trusted data curator

Motivating example:  Electronic health
records (EHRs) are commonly used to estimate

treatment effects and thus to personalize care.

Yet, EHRs capture highly sensitive data about

patients (Brothers & Rothstein, 2015). Hence,

many regulations, such as the US Health Figure 1: Setting: CATE estimation under DP.
Insurance Portability and Accountability Act Qnly the trusted data curator can a

(HIPAA), mandate strong privacy guarantees while published CATE estimates do not allow pri-

for ML in medicine. vate information about individuals to be inferre

To ensure the privacy of information contained in the training data of ML models, multiple privacy

viduals. Impon.mlly DPLn]uy
i etal., 2016; B

However, the ATE fails to capture uhpun.ml variations in how different >ubgmups or individuals
respond to treatments. Therefore, many applications suc onalized medicine are interested in
the conditional average treatment effect (C? allmann, megd etal., 2024).

In this paper, we

propose DP-CATE, an output perturbation mechani
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Why

do we need
differentially-private
treatment effect estimation?



Privacy risks when estimating treatment effects from sensitive data

Causal Machine Learning under Privacy Constraints

Treatment effect

Patient data is widely used to estimate heterogeneous treatment

effects and understand the effectiveness and safety of drugs

« HTEs capture important variations in how different subgroups or
individuals respond to treatments

 Estimation often based on observational data, e.g., electronic

as health records (EHRSs), containing a multitude of clinical
measurements, diagnoses, and medications as well as patient
demographics



Privacy risks when estimating treatment effects from sensitive data

Patient data (EHR)

@
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Age

Patient data is widely used to estimate heterogeneous treatment

effects and understand the effectiveness and safety of drugs

« HTEs capture important variations in how different subgroups or
individuals respond to treatments

» Estimation often based on observational data, e.g., electronic
health records (EHRSs), containing a multitude of clinical
measurements, diagnoses, and medications as well as patient
demographics

Problem: Patient data includes highly sensitive information.
Many regulations, such as the US Health Insurance Portability
and Accountability Act (HIPAA), mandate strong privacy
guarantees for ML in medicine.



Privacy risks when estimating treatment effects from sensitive data

Patient data is widely used to estimate heterogeneous treatment
effects and understand the effectiveness and safety of drugs

« HTEs capture important variations in how different subgroups or

individuals respond to treatments
— » Estimation often based on observational data, e.g., electronic
. , health records (EHRSs), containing a multitude of clinical
Patient data (EHR) measurements, diagnoses, and medications as well as patient
demographics

Problem: Patient data includes highly sensitive information.
Many regulations, such as the US Health Insurance Portability
and Accountability Act (HIPAA), mandate strong privacy
guarantees for ML in medicine.

De-identification of datasets to ensure privacy?

1. Pseudonymization:
Replace direct identifiers (e.g., names, IDs) with random tokens
Problem: re-identification often possible via quasi-identifiers (e.g., ZIP code, date of birth), linkage attacks across datasets A
2. Masking:
Remove or partially mask data columns
Problem: quickly destroys predictive signal, potentially misses to mask personally identifiable information, linkage attacks across datasets A\
3. Generalization (k-anonymity):
Make each record indistinguishable from at least k—7 others on quasi-identifiers
Problem: fragile against attackers with auxiliary info, hard for high-dimensional data, composition attacks across multiple k-anonymous releases A

Causal Machine Learning under Privacy Constraints



Background
Differential privacy (DP)

Differential privacy (DP) ensures that the inclusion or
exclusion of data from any individual does not significantly
affect any summary of the dataset (= mechanism)

(g, 6)- differential privacy:
A mechanism fp: D +— RY on a dataset D is (¢, §)-differentially
private if, for all neighboring datasets D, D' € Z™ and all measurable
S c R4, it holds that

P(fp € S)<exp(e) P(fpy € S)+ 6.

» Neighboring datasets D and D' with Hamming distance
dy(D,D") = 1,denotedas D ~ D

«  Mechanism I}, and T

* Privacy budget ¢ and failure probability 6

* DP ensures that the probability density of any summary on
dataset D is e-indistinguishable from the probability density of
the same summary stemming from a neighboring dataset D’
with probability of at least 1 — §

Causal Machine Learning under Privacy Constraints



Background
Differential privacy (DP)

Differential privacy (DP) ensures that the inclusion or
exclusion of data from any individual does not significantly
affect any summary of the dataset (= mechanism)

(g, 8)- differential privacy:
A mechanism fp: D +— RY on a dataset D is (¢, §)-differentially
private if, for all neighboring datasets D, D' € Z™ and all measurable
S c R4, it holds that

P(fp € S)<exp(e)  P(fpy € S)+ 6.

* Neighboring datasets D and D' with Hamming distance
dy(D,D") = 1,denoted as D ~ D

«  Mechanism T, and Ty

* Privacy budget ¢ and failure probability 6

* DP ensures that the probability density of any summary on
dataset D is e-indistinguishable from the probability density of
the same summary stemming from a neighboring dataset D’
with probability of at least 1 — §
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How can we achieve DP?

Output perturbation adds appropriately calibrated zero-centered
noise (e.g., Gaussian noise) to the summary to perturb the
prediction in a way that the predictions resulting from two
neighboring databases cannot be differentiated

Gaussian noise mechanism:
Let f:D — RY be a mechanism on dataset D with 1,-sensitivity

A,(f) = supp.prllfp — fiyll,

and

1
U~N (0, 6ly) for o > gJ21n(1.25/5) A, ().

Then, fpp = fp + U preserves (g, §)-DP.
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affect any summary of the dataset (= mechanism)
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How can we achieve DP?

Output perturbation adds appropriately calibrated zero-centered
noise (e.g., Gaussian noise) to the summary to perturb the
prediction in a way that the predictions resulting from two
neighboring databases cannot be differentiated

Gaussian noise mechanism:
Let f:D — RY be a mechanism on dataset D with 1,-sensitivity

Ay(f) = supp.pllfp — fiyll,

and

1
U~N (0, 61y4) for o > gJ21n(1.25/5) A, ().

Then, fpp = fp + U preserves (g, §)-DP.

Problem:

1) A,(f) is difficult or even impossible to compute in general
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Background:

Efficient

conditional average
treatment effect estimation



Setting
Two-stage learners for conditional average treatment effect (CATE) estimation

* Dataset D := {(X;,4;,Y;)}i=1_2n » confounders X (in bounded
domain X € RY), binary treatment A € {0,1}, bounded
outcomeY €Y, Z; .= (X;,A4;,Y;))~Pi.id., Z; € Z.

Y Outcome
* Propensity score m(x) :=P(A=1|X = x)

Outcome function u(x,a) = E[Y|X = x,4A = a
Potential outcome Y (a)

Causal Machine Learning under Privacy Constraints
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Setting
Two-stage learners for conditional average treatment effect (CATE) estimation

* Dataset D := {(X;,4;,Y;)}i=1_2n » confounders X (in bounded
domain X € RY), binary treatment A € {0,1}, bounded
outcomeY €Y, Z; .= (X;,A4;,Y;))~Pi.id., Z; € Z.

'Y ) Outcome

» Propensity score m(x) := P(A = 1|X = x)
Outcome function u(x,a) = E[Y|X = x,4A = a
Potential outcome Y (a)

Target: Conditional average treatment effect (CATE)

T(x) == E[Y(1) —Y(0)|X = x]
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Setting
Two-stage learners for conditional average treatment effect (CATE) estimation

* Dataset D := {(X;,4;,Y;)}i=1_2n » confounders X (in bounded
domain X € RY), binary treatment A € {0,1}, bounded
outcomeY €Y, Z; .= (X;,A4;,Y;))~Pi.id., Z; € Z.

'Y ) Outcome

» Propensity score m(x) := P(A = 1|X = x)
Outcome function u(x,a) = E[Y|X = x,4A = a
Potential outcome Y (a)

Target: Conditional average treatment effect (CATE)

T(x) == E[Y(1) —Y(0)|X = x]
=E[Y|X =x,A=1]—E[Y|X = x,4 = 0]

under the standard causal assumptions
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Setting
Two-stage learners for conditional average treatment effect (CATE) estimation

+ Dataset D = {(X;,A;,Y;)}i=12n » confounders X (in bounded CATE meta-learners (2-stage learners)
domain X € RY), binary treatment A € {0,1}, bounded . o _
outcome Y €Y, Z; = (X;, A;, Y,)~P i.id., Z; € Z. Model—agnostlc. CATE estlmatlon.algorlthr.ns, that gan be
implemented with arbitrary machine learning algorithms
@ Confounders o _
Step 1: Fit nuisance functions 4 = (7, )
@ Treatment
. Step 2: Construct and minimize risk R, (g,1) s.t.,
(y Outcome T(x) = arg rgnelg Rp(g9,1)
¢ PropenSity score Tl.'(.X') = P(A = 1|X = x) Trusted data curator Public
Outcome function u(x, a) == E[Y|X = x,4 = a] — ! Prvate meta oarrer - & \‘
Potential outcome Y (a) :;:: I — — & 8:
| ‘ \
Target: Conditional average treatment effect (CATE) G ’ L
T(x) == E[Y(1) —Y(0)|X = x] G

=E[Y|X =x,A=1] —E[Y|X =x,4 = 0]

under the standard causal assumptions
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Setting
Two-stage learners for conditional average treatment effect (CATE) estimation

+ Dataset D = {(X;,A;,Y;)}i=12n » confounders X (in bounded CATE meta-learners (2-stage learners)
domain X € RY), binary treatment A € {0,1}, bounded . o _
outcome Y €Y, Z; = (X;, A;, Y,)~P i.id., Z; € Z. Model-agnostic CATE estimation algorithms, that can be

implemented with arbitrary machine learning algorithms
Step 1: Fit nuisance functions 4 = (7, )

Step 2: Construct and minimize risk R, (g,1) s.t.,
t(x) = argmin Rp(9,1)
g

* Propensity score m(x) :=P(A=1|X = x)

Trusted data curator Public
Outcome function u(x,a) = E[Y|X = x,A = a]  Private meta leaner ) f& h
. .., J [
Potential outcome Y (a) — — — & 8:
| ‘ \
Target: Conditional average treatment effect (CATE) WIESSSONNEEESy ’ =
T(x) == E[Y(1) —Y(0)|X = x] G

=E[Y|X =x,A=1] —E[Y|X =x,4 = 0]
Task: Efficiently estimate t(x) by
under the standard causal assumptions i.  using Neyman-orthogonal meta-learners, while

ii.  ensuring differential privacy in a model-agnostic manner

Causal Machine Learning under Privacy Constraints 15



Background
Neyman-orthogonal CATE meta-learners

General estimation framework
We aim to estimate CATE
7(x) = E[Y(1) = Y(0)|X = x]

through regressing the difference in the potential outcomes on X based on
population risk for workingmodel g € G

Re(g.m A(m) = E[AGrC0)) (1, X) = u(0,%)) = (X))’ | + Al9)
* nuisance functionsn = (u, )
+ weight function A(-) > 0

* regularization term A(g)

Causal Machine Learning under Privacy Constraints
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Neyman-orthogonal CATE meta-learners

General estimation framework
We aim to estimate CATE
7(x) = E[Y(1) = Y(0)|X = x]

through regressing the difference in the potential outcomes on X based on
population risk for workingmodel g € G

Ro(g,m,A(m) = E[2@C0)) (LX) = 1(0,X) = 9(X))* | + Alg)
* nuisance functionsn = (u, )

+ weight function A(-) > 0

* regularization term A(g)

Problem

* Rp(g,1m,A(m)) cannot be estimated and minimized due to unknown
nuisances n = (u,m)

» Directly employing the estimated /i, 7t leads to error propagation and bias
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Background
Neyman-orthogonal CATE meta-learners

General estimation framework
We aim to estimate CATE
7(x) = E[Y(1) = Y(0)|X = x]

through regressing the difference in the potential outcomes on X based on
population risk for workingmodel g € G

Ro(g,m,A(m) = E[2@C0)) (LX) = 1(0,X) = 9(X))* | + Alg)
* nuisance functionsn = (u, )

» weight function A(:) > 0

* regularization term A(g)

Problem

* Rp(g,1m,A(m)) cannot be estimated and minimized due to unknown
nuisances n = (u,m)

» Directly employing the estimated /i, 7t leads to error propagation and bias

Neyman-orthogonal risk functions

 quasi-oracle efficiency through orthogonalization of the risk

» unbiasedness of the final estimator, even when one nuisance is
mis-specified

Causal Machine Learning under Privacy Constraints
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Background
Neyman-orthogonal CATE meta-learners

General estimation framework
We aim to estimate CATE
7(x) = E[Y(1) = Y(0)|X = x]

through regressing the difference in the potential outcomes on X based on
population risk for workingmodel g € G

Ro(g,m,A(m) = E[2@C0)) (LX) = 1(0,X) = 9(X))* | + Alg)
* nuisance functionsn = (u, )

+ weight function A(-) > 0

* regularization term A(g)

Problem

* Rp(g,1m,A(m)) cannot be estimated and minimized due to unknown
nuisances n = (u,m)

» Directly employing the estimated /i, 7t leads to error propagation and bias

Orthogonal risk function
Rp (9,1, A(m)) = E[p(4;, m(X))(d(Z;, n, A(m(X;))) — 9(X:)?]| + Alg)
with
pa,m(x)) = (a—m()X (n(x)) + A(m(x))
and

Ar(x)  a-m(x)
plam(x)) t(x)(1-n(x))

¢(z,n,A(m)) = (v = u(x, @) + p(x, 1) = p(x,0)

Neyman-orthogonal risk functions

» quasi-oracle efficiency through orthogonalization of the risk

* unbiasedness of the final estimator, even when one nuisance is
mis-specified

Causal Machine Learning under Privacy Constraints
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Background
Neyman-orthogonal CATE meta-learners

Orthogonal risk function

General estimation framework Rp(g,1,A(m)) = E[p(4;, m(X0) (@ (Z:, 0, A(m(X:))) = 9(X)*] + A(g)
We aim to estimate CATE with

(x) = E[Y(1) =Y (0)|X = x] pa,m(x)) = (a—m()X (n(x)) + A(m(x))
through regressing the difference in the potential outcomes on X based on and

population risk for workingmodel g € G Ar)  a-mx)

plam(x)) t(x)(1-n(x))

¢(z,n,A(m)) = (v = u(x, @) + p(x, 1) = p(x,0)

Re(g.m A(m) = E[AGrC0)) (1, X) = u(0,%)) = (X))’ | + Al9)
* nuisance functionsn = (u, )
Metal-learner framework

+ weight function A(-) > 0
We can build various (weighted) learners through different choices of A(-)

* regularization term A(g)
1. DR-Learner: (unweighted learner)
Problem « Ar(x)) =1forallx
* Then, p(a,m(x)) =1 for all x and ¢(z,n, A()) equals the known
pseudo-outcome of the DR-Learner

* Rp(g,1m,A(m)) cannot be estimated and minimized due to unknown
nuisances n = (u,m)

» Directly employing the estimated /i, 7t leads to error propagation and bias 2. R-Learner: (overlap-weighted learner)
« Ar(x) =r(x)(1 - k)
Neyman-orthogonal risk functions « Then, p(a,m(x)) = (a — m(x))? and
» quasi-oracle efficiency through orthogonalization of the risk — u(x, a)
* unbiasedness of the final estimator, even when one nuisance is ¢(z,n,A(n)) = ya—#—n(;c) +u(x, 1) — u(x,0)
mis-specified gives a pseudo-outcome presentation of the R-Learner

Causal Machine Learning under Privacy Constraints



LMU i

Our contribution:
Differentially-private
CATE meta-learners



Method outline
Efficient CATE estimation under DP

Model-agnostic Neyman-orthogonal CATE estimation under (¢, §)-DP

Let the dataset D be a disjoint union of the two subsets and D, D of size n. We
employ tow-stage meta-learners that first estimate nuisance functions 7 =
(75, i) on D and then minimize an adapted Neyman-orthogonal risk function

n

i 1 2
GoCm) = arg min— > p(A, m(X)) (@ (Zo 1, A ~ gAD? + AG)

i=1
with

pla,m(x)) = (a — ()X (r(x) + A(r(x))
and

Ar®)  a-nx)
plan() () (1-m(x))

¢(z,1,A(m)) = (v —u(x, @) + p(x, 1) — pu(x, 0),

estimatedon D with n = 7.

Aim: Find a calibrationterm r (¢, §, gp,n), such that

gor(xm) = gp(x;m) +7(¢,6,gp,m) - U
for U~ NV (0,0l,) is (&, &)-differentially private.

Causal Machine Learning under Privacy Constraints
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Method outline
Efficient CATE estimation under DP

Model-agnostic Neyman-orthogonal CATE estimation under (¢, §)-DP

Let the dataset D be a disjoint union of the two subsets and D, D of size n. We
employ tow-stage meta-learners that first estimate nuisance functions 7 =
(73, i) on D and then minimize an adapted Neyman-orthogonal risk function

n

i 1 :
GoCim) = arg min— > p(A, T(X)) (@ (Zon, ATXD) ~ gAD? + A)

i=1
with

pla,m(x)) = (a — ()X (r(x) + A(r(x))
and

Ar®)  a-nx)
plan() () (1-m(x))

¢(z,1, A(m)) = (v —u(x, @) + p(x, 1) — pu(x, 0),

estimated on D with n = 3.

Aim: Find a calibrationterm r (¢, §, gp,n), such that

Jor(x1) = gp(x;m) +7(e,8,9p,m) - U
for U~ NV (0,0l,) is (&, &)-differentially private.

Causal Machine Learning under Privacy Constraints

Gaussian noise mechanism:
Let f:D +— R? be a mechanism on dataset D with 1,-sensitivity

Az(f) = SUPp.p’x exd”fD - fD’IIZ

and

1
U~N(0,6ly) for o > E‘/ 21n(1.25/8) A, (f).
Then,
po — fD -+ U

preserves (g, )-DP.
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Method outline
Efficient CATE estimation under DP

Model-agnostic Neyman-orthogonal CATE estimation under (¢, §)-DP

Let the dataset D be a disjoint union of the two subsets and D, D of size n. We
employ tow-stage meta-learners that first estimate nuisance functions 7 =
(73, i) on D and then minimize an adapted Neyman-orthogonal risk function

n

i 1 :
GoCm) = arg min— > p(A, m(X)) (@ (Zo 1, A ~ gAD? + AG)

i=1
with

pla,m(x)) = (a — ()X (r(x) + A(r(x))
and

Ar®)  a-nx)
plan() () (1-m(x))

¢(z,1,A(m)) = (v —u(x, @) + p(x, 1) — pu(x, 0),

estimatedon D with n = 7.

Aim: Find a calibrationterm r (¢, §, gp,n), such that

gor(xm) = gp(x;m) +7(¢,6,gp,m) - U
for U~ NV (0,0l,) is (&, &)-differentially private.

Note: CATE is a function. However, the above output perturbation
generally only applies to finite-dimensional outputs.

Causal Machine Learning under Privacy Constraints
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Method outline
Efficient CATE estimation under DP

Model-agnostic Neyman-orthogonal CATE estimation under (¢, §)-DP

Let the dataset D be a disjoint union of the two subsets and D, D of size n. We
employ tow-stage meta-learners that first estimate nuisance functions 7 =
(73, i) on D and then minimize an adapted Neyman-orthogonal risk function

n

i 1 :
GoCim) = arg min— > p(A, T(X)) (@ (Zon, ATXD) ~ gAD? + A)

i=1
with

pla,m(x)) = (a — ()X (r(x) + A(r(x))
and

Ar®)  a-nx)
plan() () (1-m(x))

¢(z,1, A(m)) = (v —u(x, @) + p(x, 1) — pu(x, 0),

estimated on D with n = 3.

Aim: Find a calibrationterm r (¢, §, gp,n), such that

Jor(x1) = gp(x;m) +7(e,8,9p,m) - U
for U~ NV (0,0l,) is (&, &)-differentially private.

Note: CATE is a function. However, the above output perturbation
generally only applies to finite-dimensional outputs.

Causal Machine Learning under Privacy Constraints

Two distinct use-cases

(1)

Finite queries: We aim to report a number d of CATE estimates (e.g.,
treatment effects across different age groups)

25



Method outline

Efficient CATE estimation under DP

Model-agnostic Neyman-orthogonal CATE estimation under (¢, §)-DP

Let the dataset D be a disjoint union of the two subsets and D, D of size n. We
employ tow-stage meta-learners that first estimate nuisance functions 7 =
(73, i) on D and then minimize an adapted Neyman-orthogonal risk function

n

i 1 :
GoCm) = arg min= > p(4, X)) @(Z 0, AKX ~ gAND? + A)

i=1
with

pla,m(x)) = (a — ()X (r(x) + A(r(x))
and

Am(x)) a—m(x)
plam(x) m(x)(1-m(x)

¢(z,n, A(1)) = 5 (7 = uCx, @) + ulx, 1) = p(x, 0),

estimated on D with n = 3.

Aim: Find a calibrationterm r (¢, §, gp,n), such that

Jor(x1) = gp(x;m) +7(e,8,9p,m) - U
for U~ NV (0,0l,) is (&, &)-differentially private.

Note: CATE is a function. However, the above output perturbation
generally only applies to finite-dimensional outputs.

Causal Machine Learning under Privacy Constraints

Two distinct use-cases

(1)
2)

Finite queries: We aim to report a number d of CATE estimates (e.g.,
treatment effects across different age groups)

Functional queries: Werelease an estimate gpp of the complete CATE
function t, which can then be queried arbitrarily often (e.g, as in clinical
decision support systems)

26



Method outline
Efficient CATE estimation under DP

Model-agnostic Neyman-orthogonal CATE estimation under (¢, §)-DP

Let the dataset D be a disjoint union of the two subsets and D, D of size n. We
employ tow-stage meta-learners that first estimate nuisance functions 7 =
(73, i) on D and then minimize an adapted Neyman-orthogonal risk function

n

1
GoCm) = arg min= > p(4, X)) @(Z 0, AKX ~ gAND? + A)

i=1
with

pla,m(x)) = (a — ()X (r(x) + A(r(x))
and

m(x) a—-n(x
¢(z,n, A(m)) = p'}i_”(xz) ”(x)(l_(,r)(x)) (v —u(x, @) + p(x, 1) = u(x, 0),

estimated on D with n = 3.

Two distinct use-cases

@ Finite queries: We aim to report a number d of CATE estimates (e.g.,

treatment effects across different age groups)

@ Functional queries: Werelease an estimate gpp of the complete CATE

function t, which can then be queried arbitrarily often (e.g, as in clinical
decision support systems)

Advantages:

1. Highly flexible approach that can be combined with all weighted
Neyman-orthogonal two-stage CATE learners

2. Model-agnostic approach that can be used with various ML models as
base learners in both stages

3. Retains the quasi-oracle efficiency of the original CATE learner

Aim: Find a calibrationterm r (¢, §, gp,n), such that

Jor(x1) = gp(x;m) +7(e,8,9p,m) - U
for U~ NV (0,0l,) is (&, &)-differentially private.

Note: CATE is a function. However, the above output perturbation generally
only applies to finite-dimensional outputs.

Causal Machine Learning under Privacy Constraints
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Method — Case 1
Finite number of queries

Example: Reporting research findings about medical studies that involve e
sensitive data requires that finitely many CATE values are estimated, such as T

. . mA Growp B
treatment effects of a drug for various patient subgroups. 3 : : @ = “‘”‘ °“”"’ l
. [ » \ \J [3 :;.,,‘Ll:} 'CW ! “:"_Jl 3ma Group 8 smoc::’
L

Setting: Total number of d CATE estimates (d known a-priori) IUWJ "f,"l I Hea) Hew) Hao)
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Intuition: The influence function (IF) allows us to quantify how a single = ” -
observation in influences the estimation and the model output. Intuitively, the IF
describes the effect of an infinitesimally small perturbation of the input z on
the model output.

Observation: The sensitivity A, (f ) of the second-stage model necessary for
applying the Gaussian mechanismcan be upper bounded by the gross-error
sensitivity (GES) of the second-stage regression

= employ GES to ensure DP

Definition: Let T be a functional of a distribution that defines the parameter of
interest, T = T(P) € R®. The gross-error sensitivity of T at z under P is given by
the supremumof the l,-norm of the IF of T atz at P, i.e.,

(T, P) = sup,ez|[IF(z, T; P)||,,

where IF(z,T; P) = = [T(1 — )P + t3,]
t

, and 6, the Dirac-delta function.
=0
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where IF(z,T; P) = = [T(1 — )P + t3,]
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5 (2In(n) ln(z)

Theorem: Let1jpp = (fipp, fipp) denote the nuisance functions estimated on D in
an (e/2,8/2)-differentially private manner of choice (for functions). We define
gop (X ipp): = Gp(X;7jpp) + ¥(T, D) - c(e,6,n) - U,
T(P) =g (%1pp),

Y(T,P) = sup,ez||h(g”, x, 2, fipp)p (@ fipp (X)) (¢ (2, fipp, A(Rpp (X)) — 9" (x; ﬁDP))”Z,
where y(T, D) is the sample gross-error-sensitivity, U~ N (0, al;), c(g, 8, n) =

® and where h(g*,x,zMpp) € RY, g*(;;fpp) depend on the second-

stage ML model . Then, Gpp(X; fipp) is (&, §)-differentially private.
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Theorem: Let1jpp = (fipp, fipp) denote the nuisance functions estimated on D in
an (e/2,8/2)-differentially private manner of choice (for functions). We define
Jop (X Mpp):= GpX;fipp) + ¥(T, D) - c(g,6,n) - U,
T(P) =g (%1pp),

y(T,P) = supzeZ“h(g*,x,z, ﬁDP)p(ar ﬁDP(X))(¢(Z. o, A(fipp (%)) — 9" (x; ﬁDP))”Z:

where y(T, D) is the sample gross-error-sensitivity, U~ N (0, al;), c(g, 8, n) =
5 fz In(n) ln(%)
&n

stage ML model . Then, Gpp(X; fipp) is (&, §)-differentially private.

and where h(g*,x, z,ipp) € R%, g*(;pp) depend on the second-

Neyman-orthogonality and quasi-oracle efficiency

Privatization of the second-stage model preserves Neyman-orthogonality

Ilg"Cm) = G fipe)lln,”
P Rp(g*("ﬁnp);ﬁDP'A(ﬁDP))Z— Rp(g™(,m),Mpp, A(fipp)) + Ra(fipp, 1)
+ lg* ¢ 7ioe) — G pp)llL,” +0p(n71)

Under additional regularity conditions on the privatization of the nuisance
functions(e.g., gradient perturbation), quasi-oracle efficiency is achieved. If the
original estimation of the nuisance functions is at rate of at least 0, (n~'/#), the
privatized estimation preserves this rate.
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Method — Case 2
Complete CATE functions

Example: Medical researchers may want to have access to the complete / “Sensiive paentdata )\ [ Clnicaldecision \  /Mewincomingpatients’\ /Private CATE estimation
CATE function. This is relevant when deploying a CATE function in clinical EUPp Sy,
decision support systems where predictions about treatment effects are made =
for every incoming patient.

Setting: Privately release an estimate gpp(-) of the complete CATE function
()
= Output perturbation not directly applicable
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Example: Medical researchers may want to have access to the complete
CATE function. This is relevant when deploying a CATE function in clinical
decision support systems where predictions about treatment effects are made
for every incoming patient.

Setting: Privately release an estimate gpp(-) of the complete CATE function
()
= Output perturbation not directly applicable

Intuition: Need to find

i. atype of noise

ii. a calibration function that does not depend on the output dimension
= The noise itself should be a function

Observation: The above can be addressed by the following

i. Employinga calibrated Gaussian process (GP) to privatize the CATE
function

i. If go(-;n) liesin an RKHS, the GP noise can be calibrated wrt. the RKHS
norm.

= To ensure that §,(+;n) lies in an RKHS, the second-stage estimationin DP-

CATE can be modelledas, e.g., a Gaussian kernel regression.
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Theorem: Let1jpp = (fipp, fipp) denote the nuisance functions estimated on Dinan
(e/2,8/2)-differentially private manner of choice and let x € X € RY. Let H denote

= ’||

the RKHS induced by the kernel K(x,x") = (\V2mh)™4 exp( ) andlet1(-,") be a

convex and Lipschitz loss function with constant L. We def/ne gD(- ;Mipp) as the
second-stage regression model via

A n . ~ n ~ 2
9o ing) = arg min 5, p(Ap fop(XD)U(9 (X0), & (Zi,Toe, ACtoe (X)) + Allgll-
Furthermore, let U(-) € H be the sample path of a zero-centred GP with covariance

function K(x,x").Then, (¢, §)-DP is guaranteed by

4L\21n(2/5)

Gop (5 7ipp) = Gp(37ipp) + SUP(avyeto,nxx[P(@ Epp ()] - 2rh)TAen Q2
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