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Motivation
Privacy risks when estimating treatment effects from sensitive data

Average vs. heterogeneous treatment effectsPatient data (EHR) Medical treatment

Patient data is widely used to estimate heterogeneous treatment 
effects and understand the effectiveness and safety of drugs
• HTEs capture important variations in how different subgroups or 

individuals respond to treatments
• Estimation often based on observational data, e.g., electronic 

health records (EHRs), containing a multitude of clinical 
measurements, diagnoses, and medications as well as patient 
demographics
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Motivation
Privacy risks when estimating treatment effects from sensitive data

Problem: Patient data includes highly sensitive information. 
Many regulations, such as the US Health Insurance Portability 
and Accountability Act (HIPAA), mandate strong privacy 
guarantees for ML in medicine.

De-identification of datasets to ensure privacy?
1. Pseudonymization:

Replace direct identifiers (e.g., names, IDs) with random tokens
Problem: re-identification often possible via quasi-identifiers (e.g., ZIP code, date of birth), linkage attacks across datasets

2. Masking:
Remove or partially mask data columns
Problem: quickly destroys predictive signal, potentially misses to mask personally identifiable information, linkage attacks across datasets

3. Generalization (k-anonymity):
Make each record indistinguishable from at least k−1 others on quasi-identifiers
Problem: fragile against attackers with auxiliary info, hard for high-dimensional data, composition attacks across multiple k-anonymous releases
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effects and understand the effectiveness and safety of drugs
• HTEs capture important variations in how different subgroups or 

individuals respond to treatments
• Estimation often based on observational data, e.g., electronic 
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Background
Differential privacy (DP)

Differential privacy (DP) ensures that the inclusion or 
exclusion of data from any individual does not significantly 
affect any summary of the dataset (= mechanism)
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Efficient 
conditional average 
treatment effect estimation
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Setting
Two-stage learners for conditional average treatment effect (CATE) estimation
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Background
Neyman-orthogonal CATE meta-learners
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Neyman-orthogonal risk functions
• quasi-oracle efficiency through orthogonalization of the risk
• unbiasedness of the final estimator, even when one nuisance is 

mis-specified 
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Background
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Our contribution:
Differentially-private 
CATE meta-learners
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Method outline
Efficient CATE estimation under DP
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Method outline
Efficient CATE estimation under DP

 

 

Note: CATE is a function. However, the above output perturbation generally 
only applies to finite-dimensional outputs. 

 

Advantages:

1. Highly flexible approach that can be combined with all weighted 
Neyman-orthogonal two-stage CATE learners

2. Model-agnostic approach that can be used with various ML models as 
base learners in both stages

3. Retains the quasi-oracle efficiency of the original CATE learner
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Method – Case 1
Finite number of queries

Example: Reporting research findings about medical studies that involve 
sensitive data requires that finitely many CATE values are estimated, such as 
treatment effects of a drug for various patient subgroups.
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Method – Case 2
Complete CATE functions

Example: Medical researchers may want to have access to the complete 
CATE function. This is relevant when deploying a CATE function in clinical 
decision support systems where predictions about treatment effects are made 
for every incoming patient.
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Thank you
for attention!

PDF of the paper @ ICLR 2025


